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Search Results
|There are 437 CVE entries that match your search.

Name Description

CVE-2014-5104 Multiple SQL injection vulnerabilities in ol-commerce 2.1.1 allow remaote attackers to
execute arbitrary SQL commands via the (1) a_country parameter in a process action
to affiliate_signup.php, (2) affiliate_banner_id parameter to
affiliate_show_banner.php, (3) country parameter in a process action to
create_account.php, or (4) entry_country_id parameter in an edit action to
admin/create_account.php.

CVE-2014-45987 server_user_groups.php in phpMyAdmin 4.1.x before 4.1.14.2 and 4.2.x before 4.2.6
allows remote authenticated users to bypass intended access restrictions and read the
MySQL user list via a viewlsers request.

CVE-2014-4260 Unspecified vulnerability in the MySQL Server component in Oracle MySQL 5.5.37 and
earlier, and 5.6.17 and earlier, allows remote authenticated users to affect integrity
and availability via vectors related to SRCHAR.
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CAPEC-66: SQL Injection

Attack Pattern ID: 66 Status: Draft

Abstraction: Standard Completeness: Complete

¥ Description

Summary
This attack exploits target software that constructs SQL statements based on user input. An attacker crafts
input strings so that when the target software constructs SQL statements based on the input, the resulting SQL
statement performs actions other than those the application intended.

SQL Injection results from failure of the application to appropriately validate input. When specially crafted user-
controlled input consisting of SQL syntax is used without proper validation as part of SQL queries, it is possible
to glean information from the database in ways not envisaged during application design. Depending upon the
database and the design of the application, it may also be possible to leverage injection to have the database
execute system-related commands of the attackers' choice. SQL Injection enables an attacker to talk directly to
the database, thus bypassing the application completely. Successful injection can cause information disclosure
as well as ability to add or modify data in the database. In order to successfully inject SQL and retrieve
information from a database, an attacker:
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