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ISO/IEC JTC1/SC27 WG2 (Cryptography and Security Mechanisms) 24

ISO2 IECII 2828 &0 1987EHFH 2da6t) U= JTC1(Joint Technical Committee 1)
IT(Information Technology)& Ct21 UL, ZE AIJIN SC20 (Sub—-Committee 20 - Data
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ISO/IEC 9979 (Procedures for the registration of cryptographic algorithms)
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ISO/IEC 18033 (Encryption algorithms)

ISO/IEC 18033= 1999 10E 0OI= 3I2A0A GB2l Hte=Z NWI(New Work Item) Proposal&
LHA SUHE DR Part 1: General (1%'ed 2005% 08¥, 2™ed 2015 08&), Part 2: Asymmetric
ciphers (1%'ed 2006 05¥€, AMD1(Amendment 1) Z¢l =), Part 3: Block ciphers (OF2H0l A Al
&%), Part 4. Stream ciphers (1%ed 2005 07, 2"%d 20118 12")9 442 part2
A= ACHIE, 2011 048 A== Part 5: Identity—based ciphers (1%'ed 2015 122€)10t 20144

428l AlE= Part 6: Homomorphic encryption(O0t2! WD(working draft) & EH)E =D}ol S LY.



ISO/IEC 18033-3 (Encryption algorithms — Block ciphers) — 1%t edition
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ISO/IEC 18033-3 (Encryption algorithms — Block ciphers)= Jt&t
£5l 01=20AM 1976 DES (Data Encryption Standard)S &S [He el 1997E 0
AZSEd 2000@ DKl &&=l AES (Advanced Encryption Standard) A€ B2 & MHHES
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0l22 ISO 3166-1-alpha-2 codeZ ZANS0| JAAMZ2 L0l X=29 Az52NL
SMEES ot =H3MLE 2000E 38 CA= CAST-1282, JP= CIPHERUNICORN-A, MARS,
MISTY1, Hierocrypt, MULTI-S01, CamelliaE, KR2 SEEDE, NO= AESE, US= MARS, RC6,
Rijndael(=AES), Serpent, Twofish& Z&AIJ|J|E &ot= NB Contributions &AM N25305 WLt
1 0l Atdsl @3t J[2tel =92 )M 64-bit block cipher2&= TDEA(Triple Data Encryption
Algorithm, 29 3DES), MISTY1, CAST-1280l, 128-bit block cipher2= Rijndael(=AES),
Camellia, SEEDI} HET0f 20058 070l 1%ed0l =TT AUCH 19980 = KRSl SEEDE
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ISO/IEC 18033-3 (Encryption algorithms — Block ciphers) — 2™ edition

SHH 200340l 2LHOIAM JHZE ARIA= AESOI HISH AbASH ZEQS JHXLD U/ WSO,
ISO/IEC 18033-30 ZE&& timingEg =RCH 2Lk 200580 JHEE HIGHTE SHMEZES
AP0 AY=sd, 2006 58 JTC1e LFHS=Z Low Power EncryptionOlets HI=E2o=z2
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editordb EI0f & 18149 WD, CD (Committee Draft), FCD (Final CD), FDIS(Final Draft
International Standard)E A& 2010 12”0 2"%ed0l ZTEQACH SHE 2009E 58 RUI}
“GOST R 34.11-2012"E ISO/IEC 18033-32 AMD12& YXt] F=H5t0 Y A otz

ZHIACHE NBSO| Alst SHCHOI 1STWDDHKIGH L =1 NB Letter Ballot2 HXE AMDE

i

SAlotd == CtAl =2lotkt

N

ZH UL

Russiall Kuznyechik &It 23

0 ISO/IEC 18033-32 2"ed0il CHEH 20161 X9 systematic review0ll RUE 20130l
LHEZN 201590 RUS =W HEZF “GOST R 34.12-2015"01 & KUZNYECHIKE ISO/IEC
18033-30 AMDGSHALD F=EIAMCH 32 &= 02 BEDXN= 22 TPE 2E0F=0 128-bit
block, 256-bit key (key schedule 32 round Feistel), 8-bit S-box same as GOST R 34.11-2012,

XSL-cipher, MDS linear mapping by LFSR, 9.5 rounds, security margin > 30%, ~336 MB/s (9.8
cpb) on Intel (R) Core (TM) i5-6500 CPU A@ 3.2 GHz 2| implementation resultdt QUCtD 31,
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