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2. 2|g7|7] Het 9Y

2.1 2777 4

THEZTOILL AHEZFU MO 27|17 23 Mg Hel 2F 7|&2 otz (23 1]2F ZCth
O|Z7|7|(PHD, Personal Healthcare Device), 2|27|7|2t HZEZl HO|EL|O|(Personal Healthcare
Gateway), #41-F4 UHEQZ, 24F MH(QHIEHO|A MH, OIS, PACS &)2 2 EA|AH
(EHR, EMR) & 2|2 FE H|O[EHHO|A2 &[0 RACH.

Personal A
Health Devices f \
Interface i i
7 Personal Health Health & Fi
Iso Gateway Servi
4IEEE
3 % =%
0 €3 Blugtooth 0 (B J
‘m@ :E«‘;—F | ETF '
Mar @ = E
ZigBee" nFc Ws(d" WSC
Alliance )
P =
)
Continua Continua Continua’
O Feaionl Hedth Blavies \Lﬁf{., Services Secur ace O IS S riarface

[22 1] IEEE PHD Cyber Security Working Group 9|

22 2|=7|7| AO|HECQH 2| Aty

20175 58 s I3 2t0[(Wanna Cry) THMY0] SZHCZ F=9| ‘= RIHZMH|A(NHS)

A35E 4001 7 R pC7t AYEIN 2EE SZMH|ATE FSLHE AE = oz 7|2e] FEED

Fotdot /Y E HELRE HoFE o2t & 5+ UCh

20174 12 MRIE F=E HCIZALS| QA 0|4 HZEEE7|(implantable pacemaker)2t
"

o
=
—
7188 ST ACIEQO|MAM dztot Hot FbE S LHAMCILL ‘safety communication’

2 Soto] WHSIYCL FDAE 7HYE H0|E90I2 Merlin@HomeS HZOIN BHozN
AU MYUE NEESTIo] HEZIS SAZ DZAFIALL A4S oY £FMK NS

Al
YAAZE = ACts A S =HQSIRACE o|0] H MAHe=z 4T o7t £

A7l B35S =
S ST MEB0l Chet 22 Bh= o=Y|7|E et MOlH 542 fidd0 st &
s S2E27|s A7t =2, 2017 LA 502 CHO| TS 2|F =X[7F AUARALY.

oZ7|HA M= EetmiX|et HHO|E 27tsE B2 =20 2=z7[7(e HER/R 7[8He
HHET o=27|7] 8 2ARAAHO| SESIHAM 2EED UCL REL 5, 827t oot

OlCHo| o|=27|7|E0| IT BHYAts 28 oI27|7| YYXtol Ze| He| oA AFEED s
MO|CE 7|7|20| O{EA 8L ZE|E/=X] g oo Elxl A2 W2 ALEEO| et
7HE F|okst XA ALO|H 3 ZE HM(attack surface) 22 A 2| QEMHE LHESt QUL
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(1) 2271717 B HEYIN AZE|of HSH=Th
() 2AR7|7I7t MOIHENE YHES ZS, IR stol BRLF ARSARSAHA HHH

40| By £ YTk

g

3) A=717|0] B2 2=7|7|5 ShA LOtLt B2 =2ob 90| e = A=

1o AHHIE HIECS=Z [A3 212 Z0| MT o7 JHAM 72Xz HESIL U= 'IHE
PCD(Patient Care Device) White Paper - Cybersecurity’OI A HA|SHs 2Ot At S HE

o2 987|7|9 % THRAE FHOR YUY Q48 HHA (3

re
OFY
mo
N
el
Inl

P> f,‘( 1.717| RY/EHOR QI3 PHI R&/5

A 2 BesE 3@, 28 89, 44, T2 UE)
:

(7§ R 3. 0101 32, H(USB, 24)

o>
Sy b A AsE 48 HE HYE, 232 A

;

s OB

v SN

A e ot Nemsd! A ol e wb

5. WEA 2, 21E HAH(LED, ClAE0|, 7|2 0124)

\

p
PO & 6. UIEHT B2 HE|, S3 W, PHI #8/71207|

4 N

NG 7. 4m om w22, wea ug

) 8. HZ-Hl0] Hord, M| +=F o4, LIEE H2|xt HH

B o) o omyanx oA

#e| & EH7

@

he oA el M ) A

' —
_ I A w{m PHI Sl 2 712417]
QUAE: HE: laH:

R Xt D SUR}/A 2t 1/0: Input/Output
& QUTEHE} GIOIE AL 27 I/F: Interface
e =2 ONE Ujl: User Interface

PHI: Protected health Information

[O8 2] 9|27|7| T-4aF ALO|H Ot & 24 (HE PCD White PaperE Xi74)

3. 2|§7|7| BQt 27
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SIMEE 7|E o27|7[Q] JHE0| 2ZELOH FENKA| =HEE o, otLtel o|=7|7| LY
X

oM o 7HX 7l & 2, &3 A
JIsTE 8oty 277[7|= ohEdtH = gk UL
metA o|=27|20AM 2|27|7|& HEots 2Ef A

olz7|70f e-gsto|

g A 2F5=

H=2 0 —
=& X e A=

o
193t 750t AF2EH0| M2t TTAKKO-12.0372 2|27|7] HEES

2TARY BEOM <& 1530 20| 87HX| FRE EFSIAULCL 2=7|7] 2ZEL|0{(SaMD)2)
olz7|7|=2MQ| 7|sat AHE X2 BO 1#~7HOZ FRIL JHSOtLE, Eetnr gh2|of 2
oM 2ZEO{HQl £F0| EXfst= As Loty 80| Bz ZF/ROIACH

No. 259 17 7ls (A8 55) CHE At
1| M- SX 7|7 ATSE7|, MEFZAY|, QHTUHEI, MEUXg
(Life Support) | =< T 7|, OHF 7], Aot E]7|, M eleetT|

r
=AY, L{H|[AO|M
xrE7| 5
ZOILO|Z, MW7), 47|, 25K, ©
BEAYK|, BAZNT|, ZOIHK|RT|, ABFY|

13So =T e
UK =7, M7 |XN=X=77| 5

2 | SR (SuRgical)

Kz H HXE 7|7
(Physical Therapy
and Treatment)

3 | TR (TReatment)

I

stX} ZA|ZHK|(Patient Monitor), &Y ZEA|ZHK],
2 OZAIE K| (Fetal Monitor), ¥ZAZ7|(Telemetry),

8 | SW (SoftWare)

A I EQ|0{(SamMD)

sixt 2A| 7]7 a : :

4 I(Dpl\gtient (;attent 2171 MEEFEEZFZIAIZ| (Cardiac Output Monitor),

Monitoring) Monitoring) 4|} H|C|Q 2 L|E(EEG Video Monitor), MM E

) ? S L|E| (Holter Monitor), WEMAZHT|(Pulse

Oximeter), XM= ZHX| Z|7[(NIBP Monitor) &

DA Zlet 717 AFHTHSEIINCT), HHEZEAY|EKG), =&

5 | (Diagnosis and | (MKAZ =7, ot AAZ[, AXZISHAZ|Z], X-ray, RAH7|3HE
Analysis) 24 % ZIEh HEX|(MRI), ZOt7HHEL 227(LHAIE &

AA 717] (M BE | SHHEIAAANABGA), ZOMAIZY|  (Gamma

6 | LA (LAboratory) | ZH8 58 8 &4 | Counter), ETBA7|(Hematology Analyzer), 22

717/, =% ) | HYEH|(Immunoassay Analyzer), 8% £H7| &

7 | AS (ASsistant) | 2l EZX& 7[7| RSAEY7|, HO0|E, 2EEE7|(Slide Labeller) &

o7 7|7| CAD(Computer Aided Diagnosis), 3D /3 AH|

O|d, =3 M 2ZEQYA &
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X B GTE HR@ETISYREEAR, MY
oz H*HX1X+’<7|°|5=17|7|04%7HHW%*Jel x|¢
1711138615, KMDF_PR_20200901_0272)

[F82 &0 20I]
. O|ZHEA|AHIHIS)

O[Z 7|0 oLt HMEH FFE FESMZ|E(CT)Z 0|8 Z2[St= AAHE. QAL
LAY UMMl 7|15 ZYO|Lt AMYFEE oAt U 7t AL AR, EAX[Al, L
St n(Qel, ALK 5)9f HAEE, M HHOM HX Ho| Tdard, Xz LY St
ol 7|&ol 2R, ATE, AFHZA A S HY TH IS /T AI2HE =g
Sho] AMEHN QI mE FEE CHELCL [EX(3.6~3.7)] TTAKKO-12.0305R1. CIX|E HY HEE
T QA

o MX}O|27|E (Electronic Medical Record, EMR)

HEY g K@ gdF 5 o7 7|& YRE T Ne[gts A Q7 7|52 £HY M2 B
20, ™XeR7|FEMR)2 B0| gle 71§ WAlolZts ZHOM FC|AFL CDE 7|52 &
2ot SN LS, sxle Q& 7|7(0] WHE HAFREHZE 5L F AAHL 42 ¢
Axlx, A =0 O[&E. EALR7|EEMRLZ &0t R Majer o1y 3 HE 2
of it den 7|59l Lot MY 20| &5t SHARS| 7| A2t tHE & MH[A
shMo| gatE S [EX(3.1~3.3, 3.5 3.8)] TTA HEEAMY O0{ALH

¢ 9|27|7] AZEQ|V (SaMD, Software as Medical Device)

OlZ7|7|0f st FH2Z MEotY| ?lof /WEE AZEOZ ZqY 2ZEQ 0L LY
gY 2ZEQI0f, ZHEY 228 ¥ S EY [EM] 2A=7|7] 2ZEQY A7hHA 7H0|E
otQl, AZCFFATN AFoFFATE MR, 2018

[E 2]
[1] S[SAZE & Zotof g o|27|7| 2ot o238, 2|53, 2019.

[2] 2lZ27]7|2] AO|HEQH 3{7h-aAL Z7H0|E2tQl, M FoGF TN AMF2AZ AT E /A 2
2717\ 4AHRE " = 7)1 2019.11

[3] IHE Patient Care Device(PCD) White Paper, Medical Equipment Management (MEM):
Medical Device Cyber Security-Best Practice Guide rev.1.1, IHE, 14 Oct. 2015

[4] TTAKKO-12.0372 2|27[7| BEEZ QT Are, TTA, 2021.6.30.

[5] TTAKKO-12.0305R1 C|X|E HE YEHED Q- At TTA, 2020.12.10

X ZX: TTA ME H197=2
(R2L} O|fF2 2t BFS7| | BESR|O7F Y] - FAE 0| W) TTA 22 AL Ch
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