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X.1371 Security threats in connected vehicles 2020
X.1372 Security guidelines for V2X communication system 2020
X.1373 Software update capability for ITS communications devices 2017

Security requirements for external interfaces and devices with vehicle
X.1374 . 2021
access capability

X.1375 Guidelines for intrusion detection system for in— vehicle networks 2021

X 1376 Security—-related misbehavior detection mechanism based on big data 5021
' analysis for connected vehicles
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REEMK|(Misuse detection) H HIZHAEIX|(Anomaly detection)2| E&Z2 7|=stl ULt £
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e X Smart key
! Wireless ! ; A
E communication i—¢ Estanial
e, . enabled device 1 interface of
1 : [ T S L S - T
! Scanning 1} TCU RKE
i tool i p———
R : »| oBD-TI
e ; [ Vehicl
1 Wireless ! ehicle
i dongle E Charging galeway
-------------- interface on a
oo o i vehicle
i EVsupply 1}
| equipment i \_/
o frecsonaveticle ||
DECL Interfaces on a vehicle P i Extemal devices X.1374(20) FO1
[ 2] AtZF F<& ClHO|A Sl QI o[A 2+
X1376(HYUE|E Kt2Fo| HOIO|MHLEX| HAHLZ)OAM= At AtO|H HOb 23 H|IFH4A
#ol BX HAUZS Holstn Utk B EFS Aol HHAWLIS ST Y X
WS MISSHD, ZF BX 2o it AFE olE 250 B0 QUCE o] EES2 572 Hot
2 & Qihoo 360 TechnologyO| FEot EFLE, A& CHE|HIO|ZA HEO 28 7tsd
Ol =Lt
ITU-T SG17 ITS EQtATFHOM= <& 2>2F 0| AHX| 97{e] HEZ} IpA|7F T ZO|Ct
[10~18]. AS0A ot=0| F=HOo=E FAISH @, 20223 AIHME EE= MNMSQE FEH
2 FL5ta Q= BED MMl F2 WE2 O34 2Lt
<H 2> ITU-T SG17 Q13 XZFSLEQ BFEe T oy
0] M= E=pN P
X.srcd Security requirements for categorized data in V2X communication 2022.4Q
X.eivnsec Security guideline for Ethernet—based In—Vehicle networks 2022.4Q
Security guidelines for cloud-based data recorders in automotive
X.edrsec ) 2022.4Q
environment
X.fstiscv Framework of security threat information sharing for connected vehicles 2022.4Q
X.ipscv Methodologies for intrusion prevention system in connected vehicles 2022.4Q
Security requirements for road-side units in intelligent transportation
X.rsu-sec 2022.1Q
systems
X.itssec—5 | Security guidelines for vehicular edge computing 2023.4Q
X.1373Rev | Software update capability for ITS communications devices 2023.4Q
Security guidelines for electric vertical take—off and landing (eVTOL)
X.evtol-sec ) ) ) - . 2024.4Q
vehicle in an urban air mobility environment
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Xstn QICE TTA PG504= Atzk 7ZF SA HOEQ FAFSHTTAKKO-12.0208,
SHE AXMCE, 20223 HHXYIIK| Kt Sl XL EA SHAOAM Cr=9

o o —
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o
FRFS A E Ot NS FTGIQULE S| FEMEA7|EE LXKt te AR 8
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MYE 22 9 72 48E 299
<¥ 3> PG504 XtZFEQH oA HIFE BE
e =ous P R
T2 0 HoeT | JUUSUAOSA IR 0/HW0 B2 0o
ArE SOl 9/ U HolRTAlES Ho| TTAK.KO-12.0363 | 2020
TNEX U A= MO SALHA 25 (fat
ANsSx W H=E MHoI | o =2 =4(P Address, Port, Protocol,
SAYS 3 SEX A | Platform, 0S £)2 01=(Moving)AlII A =2 )
Ol SOl XM HoF Q| Mol A i 2A sels eisAIe s | | AKKOT12.0364 | 2020
2 ArE Mol w0l M2l SR AIOIH 2ol XK E

x 04| =o AUNMBZE 0otNG PSIe)
te A sag siey | SUASdl SO HESES eifol Haol
O 20t RE(HSM) £ot | = OUNS % 328 S8 =&0ts =3 | rrpy ko-12.0365 | 2020
= == =% of 250 HsMs REMETY =BE OO KO-l
g7 ME Jls @ oI TAES HO
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o X2 BOH Jis W | B I NE 2 4 U= 2O IS AYsD, | TTAKKO-12.0357 | 2019
N 012 HEots WHD QOG0 B AEE JlE
HEx WS UEXDE ot®o 250t St
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D, 0101l S| 918 2Ot @7 AFEE Ho
SAUSCE HUEE NS | NSHE SRS O WA ¥ PE, FoHg
L on e o aor et Ao TTAK.KO-12.0342 | 2018
sizrol ma ma gy | FES ZE R AUIAE A N S5 o
B ES TS 0w 2a sas A 2men neel oF | TTAKKO-12.0818 | 2017
NEX  HKHMOIEA | HSXH W20l SHE MIMOIZI B0
(ECU) BRIO| 20 @7 | 28 2 22| Al M Jiss 2o 98 =4 | TTAKKO-12.0300 | 2016
AbEt 9 =t RTAE B
M LE SUS AR | sim emas ®UMOIEIIC A0l we
SRHOBAECY 20 | o5 he o) Ae 7rg 3o TTAK.KO-12.0299 | 2016

Ch==2| X0l otutel 8= gdotd 189
2t

2l X U Cjao b xzoz DAL,
zlzrol A @ AHIA | T2 2 SAS 01250 Ko F# (S
S0k 97 A 2. £C S)2 DESI0, W xatol w2 Hel | | ARKOT12.0290 | 2015
= SN M5 MBS Mot =3 gol
SE =8 MHIANAC 2OIQTAIES Fo)
TEX A ROl BX 2 | ISX W20l e &K Mol =il 2o =4
o A FO 27 A | BOIMO AE B4 © 2ot g7 Ay £& | | KOT12.0286 ) 2015
e mumAg e | XFE 2 SNUANS HANE SSsE O AR
oE Te 95 2D2E M E4 SR S5 | TTAKKO-12.0260 | 2015
HAIX 2535 72 o oA
Mok AEtS 1=
Tz oS4 OIE ABl | M2 SASANM QZI|Ze PE U Q=
P o e o et g TTAK.KO-12.0238 | 2013
Tz 2 =4 20 7 | X 2 EAS AOIA HEZ 2250, 2 A
Abgt HIA SEHO 2 SorenAES Hol TTAK.KO-12.0208 | 2012
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