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1. H2|2

X2 A= QIHY(Internet of Things; loT) 7|&2 ADIEEZ, A, ADEAE|, 87, AQIE
7t & Cher J9o| HE8E|0f =&k ATk =X EZEQ! “ISO/IEC 20924:2021 — Internet of
Things (IoT) Vocabulary"0| Al AFZQIE{H2 “SE2|H MALL 7ty MACl HEE N2t M
HlAQL 4z AZE 4N X HE KRS ez Foltth F, AFZQHUE HERYT, &

X, 2Fe SRO 2tA 80| 2Zte] JWYS Ea=iotEAM Atg, ME[ZL, Q1ZF Atojo] B YS!

= MHIAE ®MIsH7| flot 2AZEYY 7|&2 FolE + ULt
A= QlEU 23 Tlg, #E ZRNMEE LYo ASH2=z JHEED Qo 55 At=2HU
SAZ2 Cie QoA 2 HAM, HML ZOE HESZ 7t HAS X[JHStL A

o
XA MHIAZ HI3dH=s 52 4 42, AFSQIEL M2 AFZALZ|2Q! 1oT Analytics
of <lstd, [A& 112t 20| ArZlHU Z3HEF0] 2017H 4507H0A 2019 6207 O|d2=
S7Iotgen, 2021 O|20|= 4%t S7t= HIXT 60071 0|40 MH|AE KISt U
Ct0 HHESIRACE CHEE = AllSeen Alliance AllJoyn, Apple HomeKit, oneM2M, FIWARE,

Google Cloud loT, GS1 Oliot, IBM Watson loT, Microsoft Azure, OCF loTivity 0| AL}

Number of publicly known "loT Platforms" (2015-2021)
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Source: loT Analytics Research 2021; Note: loT Analytics’ definition of an loT Platform has shifted slightly over time.
Condition for republishing: Source citation with link to original post and company website; Non-commercial purposes only
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3.2 Guidance for Securing loT Using TCG Technology Reference Document
SIEQIO] 7|gte| A2l AFEY 8 Eot J|& BED 7|72 TCG(Trusted Computing Group)&
2erN el AFZQIHU 2oF AEAEE d¥ot ol2fet AREAEOf TCG 7|es HESH| 9l

ot X|E 22 Guidance for Securing loT Using TCG Technology2 MI&S%tCE O] X|EOM=
<H 1>1} Z0| AFEQHU E3ZF0| HIHoF 5= 2ot 7|52 2YsIen, 2 Hot 7|5
2 H3g = As TCGL 7|&&E MAISIRALL HE S0, 34X/ 718 = Ue TR 4
HXFQ! GUID(globally unique identifier) CHAl Y=ozl &KX AHEXIE XSSk, SIEYO S
Ao ZHH 7| B3 7|52 MS%t= TPM(trusted platform module), 2 AZEQ|OZEH
AEQIEY FXE 22517 o BN . 2ME 7 AHEQIHE FX|Q Q8 =

jo

HEf YR
22X 2 ZESHE TCG SED(self-encrypting drive), HHH HEE =

HH 47|18 WRZ & As 2
SH S IAOIM M F ATEQ0| £ HIYOIS ol EESE YYS Mot

A
+ o

TNC(trusted network communications) = S0| QUCt

re
fol
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Jo
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Pal
g
paa
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bl
o

(Establishing and Protecting Device |dentity)

S 835
[0 20l et 2 S(Protection Against Malware Infection)

Ao HEN Het 2 S(Protecting Against Hardware Tampering)

GIoIEel 234, J1Yd, Jil=4d(Confidentiality, Integrity, and Availability of Data at Rest)

M|l
Qi

Jon

0% | 40

pat
10

THEHOH €= HIDI(Reselling or Decommissioning a Device)

02
fon
[H

SEZ RIFAE &E=(Meeting Cryptographic Protocol Requirements)

_\,_‘_

ost TZ2HIMY 2E X2 (Supporting Multiple Models of Provisioning)
A 22 £XI(Maintaining Audit Logs)

223 22l (Remote Manageability)

o|© || N || O
o

—y

dIHAl BFEA0 25 (Securing Legacy Hardware)

4. 2R BE 7|9 ALZOIEY EUE

A2
HL
2
-4
P

BESMI|E 200N aMAEcz Ctdst &8 FdsSte =% X 7|FS0| AEQEHE Al
22 MAESGT| 2IsiA AllSeen Alliance AllJoyn, Apple HomeKit, oneM2M, FIWARE, Google
Cloud loT, GS1 Oliot, IBM Watson loT, Microsoft Azure, OCF loTivity St Z2 At=QIEUl
EAMES 7H%*3LT‘- AL 2 AD0M= Ol2fgt AZQHU EME SN =X EES 7|70
M 7§ B2l oneM2M, FIWARE, OCF loTivity E3E SHACE 2t E3EQ 2ot 2 Y §
o EHOH HHE X} SO}

4.1 oneM2M
oneM2ME £=2S M2M(machine to machine) X2 HZASEY| Qo CrYst A|AHIQ| LHEHE!

o
M2M MH|A AFS Zle #4M S M=CHU S8ES Ests =M #E=
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7|FL0|Ct,

oneM2Me| Eot FxRE [OE 2]2F &0| HQt 7|5 AB(security functions layer), 2t 2t
FASL A B (secure environment abstraction layer), =@t A H|S(secure environments
layen2 2 FEEICH 2ot 7|5 AZ2 AME A 2F, 27, 4
oF 22| 7|52 MIoiCh 2ot 2t =3t AS2 oy Yzaly/=23 ME d44/45 &
o XHASH A7/ %I'_f 22 Cier Hot 7152 HM3otn, Hot =otd AS2 et b
Ol A~EZ|X] & FQ% 7|5 0| Cie HES HSE HISdt= LY EoF MHAE H|
Sot= StLt O|&e| HOot =2+F0| =otEl A FO|CL £35], oneM2M2 CSE(common service

to =
entity)2} AE(application entity)?t Z2 74 LE7F M2 M2[E £+ = XtZH SFHS 74K

) S o
=X g3ttt 2SA 7|8 AT HFLIES M8dte ER0= LIXE MES =HRlot| flet
21T 7I5S AM8sta, o7 7Igt 2T HAHUSS A8t R0 = HAIX F2Y8 ZEES
gtolstr| glet 2l S AL8%ICh £ ZRH|MYE HM A F| 2EE g

= A
OIS HI3i0, AN Ao B2 U Ay

Security Services

SecurityAPI (Mca, Mcc)(not specified in the present document)

Security Function Layer

Identification
and Authorization
Authentication

Identity Security Sensitive Data Security
Management Association Handling Administration

Secure Environment Abstraction Layer(not specified in the present document)

Secure Environments Layer

Secure Environment n

Sensitive Data Sensitive Functions

[O28 2] oneM2M2| EOt X [7]

4.2 FIWARE

FIWARE= NGSI(next generation service

interfaces) E& 7|2 EZ4A FMEC=z RE W 02f HU I3-T7t MEHY
(FI-PPP)Of| ol8f| 7=l X|sd £2M (0|2 £0|, AOIE AlE|, AQIE SAE, AODE OHX|
U ADLE MRS Th4t7| QsH e SuE

= O[C}. FIWAREG|A = [AE 3]0t Z0| M 2
2lGIE S0, 9 A At LHE S HEZAOIY W AERE HESts 22 #=2
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BBICh S5, FIWARE 29t OF|EiXE OAuth 208 7|80 o27|st MAT0IS Zafet of
ust YIHO| 2YS AMEE

= 2 UEZE Keyrock, AuthzForce, WilmaZt= M| 7HX| ZHEZHEES
NSt Keyrock% %%H%OII SEE AMEAL =X, OF2|AH0[He MEE e[St HEHE
A5 % ENE AMEX 215S ¥t OAuth QI7F grAlof mat At

SXL0) A HA |A EZZ2 HN3stet £95|, AFEXIO| CHSiA| O|F 215 (two-factor authentication)
2 g = U200 OAuth E—’v.f—(}ll)\‘l M35t Aes 4702 17t HAE BE X[JotCh
AuthzForce= FIWAREO|A] PAP(policy admin point)2t PDP(policy decision point)& +¥st=
AzHEZ, MO HMES EOfZ AFEAZE X0 H2Y = A= XE ZHSHH Wilmao|

7t A1E TESE d¥gsE ot DMI”*EE Wilma= PEP(policy enforce point)Z PEP

S

=
proxy2t1le Z22|H X2 E25t= HEZQIE(endpoint) A2 +=HSHCE

KeyRock AuthZForce

(Identity Management) (Authorization PDP)
i
N Pl
\ 3. Token Validation Request /
1. Access Token Request \ 4. Authorization Request based on
\\ Requester's | D, role, verb, path, etc.
2. Resource Request

—y  with Access Token 5. Resource Request
Requester > Wilma i Server
- (PEP Proxy)
6. Resource

[12 3] FIWARES| EOF X [g]

43 OCF loTivity

OCF= A= QHU MMM d=228d XdE, #x A 2T AM28S MIsts =H 7|70
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X HHME F5H0] KO I:H°* ZEHO|HE MM A HTHS FX|of MSotct £3, loTivity &2
OF &Ql (38 4]0M SRM(security resource managen= E9otS HNSst=H a8t A=

M E3Eo| QN dAdZ Qs E=AC=E HA LM, RM(resource manager), PE(policy
engine), PSl(persistent storage interface)2 TJEICE loTivity2| 2ot FZRO|A MMA X o H
M2 ACE(access control entry)2 ACL(access control list)Of M Z|H XHAO| CHoE HMAE=
AZE ACEE AtE9%I0 HOEICH HMA A0 HFHLF0= SBAC(subject-based access
control), RBAC(role-based access control) & QYEFLE 7|8t HMA K O{7} ZBHEICE SBAC
2 22t0|AUEQ| IDE At CHel FolEl FMO| FHQF LX|AIZ|2 RBACZ AHAO| Cizt &
Mo =ZotE A AYEXE Set0|UERN AAE I AKX LX[AIZICL DHX|TLZ oY
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