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[11 New York State Department of Financial Services, Report on the SolarWinds Cyber
Espionage Attack and Institutions’ Response,
https://www.dfs.ny.gov/system/files/documents/2021/04/SolarWinds_report_2021.pdf
[2] The White House, Executive Order on Improving the Nation's Cybersecurity,
https://www.whitehouse.gov/briefingroom/presidential-actions/2021/05/12/executive-order-on-i
mproving-the-nations-cybersecurity/
[3] NPM package log4j dependencies, https://deps.dev/npm/log4j/1.0.0/dependencies/graph
[4] Recorded Future News, Google: More than 35000 Java packages impacted by Log4j
Vulnerabilities,
https://therecord.media/google-more-than-35000-java-packages-impacted-by-log4j-vulnerabilities
[5] DARKReading, ‘GoldenSpy’ Malware Hidden in Tax Software Spies on Companies Doing
Business in China,
https://www.darkreading.com/threat-intelligence/-goldenspy-malware-hidden-in-tax-software-

spies-on-companies-doingbusiness-in-china
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[6] Twilio, Incident Report: TaskRouter JS SDK Security Incident - July 19, 2020,

https://www.twilio.com/blog/incidentreport-taskrouter-js-sdk-july-2020

[7] Synopysis, 2022 OPEN SOURCE SECURITY AND RISK ANALYSIS REPORT

[8] BLEEPINGCOMPUTER, PHP's Git server hacked to add backdoors to PHP source code,

https://www.bleepingcomputer.com/news/security/phps-git-server-hacked-to-add-backdoors-

to-php-source-code/

[9] PHP.WATCH, git.php.net server compromised, move to GitHub, and delayed updates,

https://php.watch/news/2021/03/git-php-net-hack

[10] Cycode, TypoSquatting, Repolacking, and Domain Takeover — The Story of the Recent
Attacks, https://cycode.com/typosquatting-repojacking-domain-takeover/

[11] Medium.com, Dependency Confusion: How | Hacked Into Apple, Microsoft and Dozens
of Other Companies, https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610

[12] Jenkins, https://www.jenkins.io/

[13] Aqua Blog, CorePlague: Severe Vulnerabilities in Jenkins Server Lead to RCE,

https://blog.aquasec.com/jenkins-servervulnerabilities

[14] CodeCov, https://about.codecov.io/

[15] E¢otw, RE A MH|A 2lA ZEIAE, IHE S Tl AHd ST,

https://www.boannews.com/media/view.asp?idx=96653

[16] NISTI, Critical Software Definition,

https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/criticalsoftware-definition

[17] NIST, SP 800-218, Secure Software Development Framework (SSDF) Version 1.1:
Recommendations for Mitigating the Risk of Software Vulnerabilities,

https://csrc.nist.gov/publications/detail/sp/800-218/final

[18] NIST, NISTIR 8397, Guidelines on Minimum Standards for Developer Verification of
Software, https://csrc.nist.gov/publications/detail/nistir/8397/final

[19] NTIA, The Minimum Elements For a Software Bill of Materials (SBOM),

https://www.ntia.gov/report/2021/minimumelements-software-bill-materials-sbom

[20] NIST, SP 800-161 Rev. 1, Cybersecurity Supply Chain Risk Management Practices for
Systems and Organizations, https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final

[21] Office of Management and Budget, Enhancing the Security of the Software Supply
Chain to Deliver a Secure Government Experience,

https://www.whitehouse.gov/omb/briefing-room/2022/09/14/enhancing-the-security-of-the

software-supply-chain-to-deliver-a-secure-government-experience/

[22] The White House, FACT SHEET: Biden-Harris Administration Announces National
Cybersecurity Strategy,

https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-

harris-administration-announcesnational-cybersecurity-strategy/
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[23] 2AEN &S, =7t AO|HCtE ZotE 2ot oflder =y,
https://www.mois.go.kr/cnm/fms/FileDown.do?atchFileld=FILE_00088335yTEEjB_&fileSn=0
[24] 2ARN &S, K-ALO|HES =T M=
https://www.korea.kr/common/download.do?fileld=193918080&tblKey=GMN

[25] ISV |=2WESME, MEEHAE S5 Hot FMma URAL
https://www.msit.go.kr/bbs/view.do;jsessionid=XPwj-hFU_TCshCvmPhzWTyBIU6MPCUSErRmRW
__1.AP_msit_2?sCode=user&nttSeqNo=3176901&bbsSeqNo=87&mId=116&mPid=111

26] R7PSE Y, EQtATHE AF, https://www.nis.go.kr:4016/AF/1_7_2_1.do

[27] Z7IEE R, 3SE20F EURE ITENE # 2N d ASHA,
https://www.nis.go.kr:4016/resources/synap/skin/doc.html?fn=NIS_FILE_1664932468164

[28] et=atHQIH 22| SE, EXNE|7|AL
https://www.qg-net.or.kr/crf005.do?id=crf00503&mCd=1320

[29] =742 3, O|L it 'OJL|Hoj= =4 HOtAGO|E F,
https://www.ncsc.go.kr:4018/main/cop/bbs/selectBoardArticle.do?bbsld=SecurityAdvice_main
&nttld=321728&pagelndex=1

[30] ReversinglLabs, Red flags flew over software supply chain-compromised 3CX update,

https://www.reversinglabs.com/blog/red-flags-fly-over-supply-chain-compromised-3cx-update
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