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ME E2{AE(Zero Trust)= DISA(O| 2 EE XA =, Defense Information Systems Agency)2f
o =g&7 FZot 'SA|IONBCORE) T=, 2|1 20043 2|2 =& =FA=t
(Deperimeterization) JHE 2R A|ZHHCE O] ZHAE Z[MX|(Forrester Research)2| Of'EZ|
2EQI & 7IEH(John Kindervag)O| M2 EAEZl= 80{E THSO{LHEM FX2FRICH
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AIZiCE Z1& LXar 2 Sz FZ /¥E 243t BIle A0l s, HES
3 ZLHEY 2 8o WA EZRH HOIHE E3g = A HCH1. SHXI2 M2 .t
£ & At 3 sFez Qi) ME EBAE HQF FREO| Ml CHfsh 0{2{Z0| ATt O]
£ sl Zstnxt NIST(O|= SEES7|&HTL, National Institute of Standards and Technology),

ITUEMZT 7| S A A International Telecommunication Union), 3GPP S & MZA ®EZ3t 7|+
=0| M2 EZAE A N BEHE FTStD UL

Ol {1OJM NIST, ITU-T, 3GPP & ™ MA EZ3t 7|72 MZ EZHAE INETS &4
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2.1 ITU-T SG17
ITU-T SG17(BEED, o|T =X =<
=]

S W2 UNEH Y, United Nations) £tSF ITU
oM BEED IXNEEFS /L5t MHEHSt=
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<E 1> M2 EYAE ZF EZ3 3%

23 IR EFH(TeE ZTZHEY) ALER
ITU-T TR.zt-acp, Guidelines for zero trust based access
control platform in telecommunication network (S4&! WEX A0 | EEH(2024. 3)

Mol HZ EHAE D8t ¥2SH EHE JH0l=etol)

ITU-T SG17 | ITU-T X.ztmc, Guidelines for High level Zero trust model and
its security capabilities for in telecommunication networks (S | & =(2024. 3~
A HEHIANM &9 == M2 EHAE 2 2ot S0 O | 2026. 9)

g Jr0l=2ter)

TR.33.894, Study on applicability of the zero trust security
principles in mobile networks (2HIY UEXINAN MZ EcHA | ET(2023. 9)
3GPP E 5ot X0 HNg4 HP)

TR.33.794, Study on enablers for Zero Trust Security (HZ E
HAE Soto| Als 010 &8 ¢3)

SP 800-207, Zero Trust Architecture (M2 E2{AE O0I|E€X) Z£1(2020.08)
SP 800-207A, A Zero Trust Architecture Model for Access
Control in Cloud—Native Applications in  Multi-Location
NIST Environments (CIE Xl &H0HA 22RE UIOIEIE 0HE2IAH 0|
Ho H2 HOE st M2 EHAE 0PI|eld 2H)

SP  1800-35 (4HHMW =©hH Implementing a Zero Trust
Architecture (NIZEHAE OI7|8H &)

3219-2023, Blockchain—-Based Zero—-Trust Framework for the

) _ . (5T 2024. 4
Internet of Things (AF2 CIEYIZ &t E2HIQ! DIt MIZ Ed
_ / & 2023. 2 ~
AE T 3)
EEE 2025. 12)
P2887, Recommended Practice for Zero Trust Security (MZ | g =(2020. 6 ~
EHAE Hot A Atal) 2024. 12)
P3409, Standard for a Zero Trust Security Framework (M2 E | g =(2023. 9 ~
HAE HOob Ty HE=F) 2027. 12)
RQHs ‘EAl EYIOIMS| M ERAE J|¢t M2 SN SUE 740|=2tQI(TRzt-acp)4]'S
JleRE0ME KBS ME EHAEON Lot =X BEEet 2td &AY2 AERUCEL O|F, 20244
238 2[Q0|M BH=0] Aot ‘&4 HELITN AL &9 =& ME E

BAE DEN HoF 5
of Ciet Z7I0|=atiXztmo)[5]'S Al =M BEES SF2=2 K{H5HH, AN XMz EAE

of Chet =xMEE 7HE0 &H3HCh

2.1.1 ITU-T TR.zt-acp[4]
g 7l BEiMe 'S4 HERIANMO Mz EZAE I8 HIZSH EHEZ 7Ho|=2te)
(TRzt-acp)'O|C}. O]= 2021 898 ITU-T SG17 =A| EZ3} 3|o|0fA S=0| A
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2.1.2. ITU-T X.ztmc[5]

'SA HEHIONM 42 =T M2 Ey2E HEN 2o 50| Cfst ZHo[=2tel(Tu-T
Xztmo) FMEZTE 202449 2:3F ITU-T SG17 IHEZZ 2|2/0A 2H=0| Merion, =&
Z(Recommendation) Al BEEDI 2=ECZ X{E4SICE O] EES2 20263 9K LS A=)
ZHEHo= MEHE OFOICE siY aMEZES| 7HY HiE2 MEZ ChE 7|&E &4 HESfAS X
2 E2E RE 7t ¢ 28 ZME EJSHs| fet Ao|Ct LIOk7L IMT-2030(6G), ITS(Xl&

FY Aol M st Al F

—Hd

OR

d W& A|AH! Intelligent Transportation System) & 4% 4

S4 HEKXIMO HZE ERAE 2ot REO| Cfgt 7t0|=2tRlS A|QtstaA}t UL,

Xztmce &4 HEIAMS ME EZAE BEZ 7= F2 FYArea)= MBSt &4
FHO| ZHFOF st= 2O S (Security Capability), A28 MZ EAE HE AHE XNAlst=
STHEZO|CE HQHte &9 =& HZ2 EAE ZE2 Chfeh HANM MEXHL HzZ Eg
AE Qo2 ™ME517| 2/sH _7.:_7: Ol M pEl=Z gI-Q_ S}CF

o
[A3 2]= ITU-T XztmcZt MA[SHE 87HK| =2 S LIEHD, 2t Aol Fo|&= Craat ZCt
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tLHO, 2

Telecommunication Applications and
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End-device :
(Identity) €= Network-device network Workloads Data
A A ‘ A Y A
\J
Orchestration and Automation |4 o Analytics and Visibility <« > Managemeant
(i.e., Policy Enforcement Point) (i.e., Policy Decision Point) g
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o ALEAL FXl(End-device): XX 21T B HZ MOS S AEA HXE ELEHZSID
Eo5t= 39

« HERAZI FXl(Network-device): X2 SEHE Liefsl| AHZ2ES H2l2 2AIZE AME

FAlS= FY

o S Y EH (Telecommunication network): HEX3 SHS M3l M2 MOE NHE
St dY

. 38 U 3AZE(Application and Workload): SFO|TH{HIO|X, ZAH|O|L, 7t H{AIS Zots)
SE&ZZ8N YIAZEE Eoot= EY

« O|O|E{(Data): CIO|ES| EHHI} Eot2 2ot EHA
« QAAELGO|M B X+S2H(Orchestration and A
7/8to 2 Xt=3lEl HOF 8 N&ot= @9

Gl

A 8l 7tA|d(Analytics and Visibility): O]
= 89

ot r-|E

« &2|(Management): SEEF FHM} AXE Folstn HEo| Het S &2lote G

20244 9 SG17 2[Q|o|M, AIAH Fof U Ato|H 34 LM 0|20l =S o0|st= A0
H =22 (Cyber Resilience), & HT HOE st AFEX; (X X e 7|8t Azt 24 &
2 ZEdl, 2t JHo| ZHHofF st 2O sHE FIHo = Horg o go|Ct

2.2 3GPP

3GPPE O|ESY EES NSt AHHEZED 7|72, 19983 ETSIRETZIS

European  Telecommunications  Standards Institute)E SA2E  ARIB(EZ
EA

Association  of  Radio  Industries and  Businesses), TTC(REHEEAT|=Q

Rl e
H H
r= MA
Mo me e
ot

for

ot

r

Telecommunication Technology Committee), CCSAB=&AEESIE2|, China Communication
Standards Association), ATIS(O|SAIAHA®=2|,  Alliance for Telecommunications  Industry
Solutions), TTAZF F0{3ll 2 EIZUCHe].

3GPPOIAM XMz EZAE #EH HED Y2 S OFQ SA37F HYSICH 3GPP SA3= 2023
H oF HiZE 'RHY HEYIONAML H=Z EAE Hot X9l HEHo| 2ot AF(Study
on applicability of the zero trust security principles in mobile networks)'2t 20243 2ELH 7|
2ol Aot ‘Mz EZAE HQO| Ml Q010 2ot H3(Study on enablers for Zero Trust
Security) & 7H&stn ULE.

2.2.1. TR 33.894[7]

DHY HERINM Mz EAE HOb fEo| HEd AHF(Study on applicability of the
zero trust security principles in mobile networks, TR 33.894 V18.0.0)'= 20224 72 7S A
Al 2023 9 ZHTHEICL O] EE2 56 A|lA" T0] HEYAO HE 7153 HE EHAE
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HEZ STt} O|Qt 2ESI0] 56 A|AHOM HOH A|LZ|RE EA4%tn HZEAE JAS
HEJ}ES Mo o|F L}t 2T E HIHC IS AEsto KMSotr

ok IS 2telotr| fleh Azl BIMRE O|F EESH/| figh E‘.’J HALUES 24510, =715
Ol HotQFAGE KA[SHEE [OA8 312 5G A|[AHEIAN Ol ds2 ]

o| Ho|H 2%-&2|-FX[E4(Operation, Administration, and Maintenance, OAM) ' Al
=2 HIECZ H HO|HE X2 =3otn &E57| 2ot BAE ATt

NWDAF NF 0AM

1. Determines to perform data collection
based on operator policy
T

2a. Data collection based on existing procedures in TS 23.288
(e.g., NF load/status related data collection from NRF)

2b. Data collection based on existing procedures in TS 23,288 !
(e.g., NF resource utilization/performance related data collection from OAM)

| ?
2¢. Data collection based on TS 23.288 Clause 6.2.3.2
(Malicious behaviour event(s) related data collection for NFs from OAM)

Sends collected data to enable
security evaluation and gets
response

Operator function external to

3a. Dd:ta / - 3GPP Domain
e 3b. Response " (Security evaluation &
i monitoring)

(22 3] HERA 7|5(Network Function)2| M4 Xhs MEHOM 2Ot DLIEHZS 23Sk BXH7)

2.2.2. TR 33.794[16]
3GPP TR 33794+ 'NMZE EZAE HOZ 2ot #+8 24 A7 (Study on enablers for Zero
Trust Security, TR 33.794 V0.3.0)'E, 2024'F 2& 7H&L2 AlZS 2024 5& 03.0 HH0| S7Y
g Ao HHAMIK| e FQI BEFO|CL O] EEL 5G SBA(Service Based Architecture) A0l
gl = As BNE A 342 Aottt d2(d ol2st /gt 342 BR[| &
8 =E(E/0)=H0F St= HIO|EZF FAAQIX|, =71HQl HIO|E S7H7F o] "It WE&S
ot oAbl Hot HAHUZE It 2
£ #=Tdtn, 0|8 IR Het 7|50

=
=E X Hots gEn ENE HOE0L
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OAM NF(s) NF
(Data Producer) (Data Producer) (Data Collector)

Operator's Security Function
(Data consumer)

1. According to operator policy,
determine to perform data collection
to enable security evaluation and
monitoring

|
: 2a. Data collection from NFs based on TS 23.288 :
1 Clause 6.2.2.2 for the security event IDs |
1

2b. Data collection based on TS 23.288 Clause 6.2.3.2
security event IDs related data collection for NFs from OAM)

3.Sends collected
data to Operator's
security function

3b. DataNotify ———————
'&——— 3c.Respone

[A8 4] 22 E7iet RLIHES 2I¢ Ho|H =& 3 70 ZEXi[16]

2.3 NIST

NIST= 202049 8E 'MZ EZAE FZX(Zero Trust Architecture, NIST 800-207)[1] EZTS,
2023 o 'CtE fIX| 2HF0M Z2HRE HO|E[E OfFZ2[AH0[Me| FZ HMOE flet M=
EZAE OFF|HIX ZE(A Zero Trust Architecture Model for Access Control in Cloud-Native
Applications in Multi-Location Environments, NIST 800-207A)[8] E&ES IIMCE £3| NIST
SP 800-207 HE2 KM=z EZAE &3 #FE 8 JI0[EZRIe] 7|¢t EMEMN EHE8E[1 UL
2024'3 7HO|= NIST SP 800-2070 A= 7HFar A0 W2t O|F TS LS 2745t
= SP 1800-352| 4Hmj =0t FAE HHULCE

2.3.1. NIST 800-207[1]

M2 EMAE TX EES N2 EYASEO| MBS U3 UXS HOHGHD, HE EAE 7
Zob 3 0|2 Aot =2IX RHQL, HE ALRIS, ALS AR, BRI Hot @S Holt

T QICh EB A2 CHE £ B o) M2 EAE =27y 2240| HX 2Y
ool E-HOIERO] AR, 2lax 18 HiX| B, 2jas =

SHA BIX 2 47HXIE FRLD YUtk (1 s)= HE EajAsol Aol =2
AE LEtHCY,
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[C13! 5] NIST 800-207 M2 EAE aip =2 714 24

2.3.2. NIST 800-207A[8]

THS X 2tFolM S2HRE HO[E[E ofEZ|A0|Me| M HOE %It M2 EZAE 01|
BIX ZE(A Zero Trust Architecture Model for Access Control in Cloud-Native Applications in
Multi-Location Environments) EF= 22tRE H|O|E|E OZF2|AH 0| EMF0|AM HE EA
E O}7|ElX(Zero Trust Architecture)S T318t7| 3t Q TFAFSS H|QHSICE ST EFO|A AlY

ot= W& Cthaat 2Lt

rz
ik
iy
of
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>
=
i
it
O

o MH|A DAl QIZ2tE Eofoh= ORO|AZAMH|A 7|HE OfZ2[#|0]
22 MolE flet M= EAE OFF[HKA 2tAR

- M2 EAE X2 SR, 0|8 AT Y BAETY 84
- oY BUBOIN NE EBAE OPIHNE XMEokn, B OF|HNI} XJots Het =
32 Y| At XA

2.3.3 NIST 1800-35[15]

0= I7IREE7Z|2d74 L5 =7F AfO|Hf Hot 2 ME{(NCCoE, National Cybersecurity
Center of Excellence)= "MZ ERAE OFF|EIA 7H" (NIST SP 1800-35) A& 7H0|E2| U H
W ot EME HHIUCL O 7t0|E&= NCCoEZf 247 HIet sty TeXQl HZE EYAE
Of7|HIME Foioh Aot 2t = AME HAISHCE M= PDF @49l 2AMet & d4lo &
MZ MSECL POF 2M= Z2HE SH, X OP|HN, M=z EBAE OFF[HEX 30| Cis

gots MEotL, EME AEE Zlgel S8 2 744, AE Aol Ciet 45He 7le J=
t

£ B2 UCL O] 7I0|EE N=Z EHAE OF7|HN RES NIST Ao Hob |3 (CSF)
o 7|Ep 2ot mEnt AASHO] MEot, =HO| M= EHAE OF7|HME Sof Ato|H Hot

gS 2ot + URE X[JCh O] 7H0|E= 2024 9& 30Y€7HA| S7H 2l7ds 2 ULt
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24 |EEE SA

|EEE(M 7| XSSt =], Institute of Electrical and Electronics Engineers) SAEZEYZ,
Standard Association)= CHYor Q| 7|sHES 7HYSH= IEEE LHE Z=ZIO|CH9). IEEE SAY
o] AMst =27t A2, 0| & IEEE CPSC(AtO|H{EQH Sl IZIO|HA| HE 2|3,
Cybersecurity & Privacy Standards Committee)0i|A] M2 EZHAEE Zatoh AtO|H Eot Gl J|
IHEET A BEES JHUSD RUACH10]. IEEE CPSCE MZ2 EBAE HOb 2JZ & (Working
Group)2 THE1, 'MZE EZAE EHotZ2 2ot #E Atgl(Recommended Practice for Zero Trust
Security, IEEE SA P2887)[11], 'ME EHAE HQt D UYIAE ot BF(Standard for a Zero
Trust Security Framework, IEEE SA P3409)[12]'2 7H&sStn UCE.

IEEE CPSCE X 2 EBAE EQ IZ0E(Working Group)2 ZHE1, ‘NZ EBAE HOF =
HAYIE st EF(Standard for a Zero Trust Security Framework, IEEE SA P2887)[11], 'A
E EPAE HoZ 2ot X[E(Recommended Practice for Zero Trust Security, IEEE SA
P3409)[12]'2 7H&dstn RUCH

2.4.1. |IEEE SA P2887[11]

‘Mz EYAE HOF HE AtE|(Recommended Practice for Zero Trust Security) HEFEE2 20204
62 JHEO| ARSHan, 2024 128 WY &=E OFOICh O] #FE2 HERIS HA7I B2
SHRITHA dst= 7IE B2 7|8 2ot 2Eo| oA EE S=3l 2|22 E BETd| fleh ME2
EZAE Ol7|HAet O FH0)| Cfet 2o X|HE MISHrh

24.2. IEEE SA P3409[12]

HZ EZAE EO*EHO'OJELE Q|$t EF(Standard for a Zero Trust Security Framework)'2
2023 9F JHof oD, 2A=A7|= 20273 1280 EFEOICL O] BEES HME EHAE

oE ot g, dyes HE = M2 EZAE EHots 2o ZY|/|IE HMIot
Ct. O] ZefY¥ A= =XO| M2 ERAE £RUS oI M =y Eoh 249 NS
Aot 7|1 3A 7|g 2R K| oAE V|E BE2 Hete I 29 fM=fIE 2
gote ol g8E &+ U

£ O] EE2 IEEE SA P28872| M2 ER{AE HOF X|AHS sty st ELHE OiEEoz
N 22 BEO BE WA= FESILE &F ISO/IEC JTC 1/5C 270|M =HEE HHE =
st= Solct

2.4.3. |[EEE 3219-2023[13]/IEEE 3219[14]

AHE QIHUHES 23t £EMQ 7|Ht Mz EZAE = Y3 (Blockchain-Based Zero-Trust
Frame work for the Internet of Things)'= 2021 5& 7S A&l 2024'H 48 LHE BEE
O|Ct IEEE HFH 2| L EFAXQ 8 E4HAT ?IR2|(IEEE Computer Society Blockchain
and Distributed Ledger Standards Committee)2| EFH[Ql 7|8t AEQIHYW EHOt /ZAF0N
NEHEH13]. 2023 58 WSOl AISH 2N, 2025E 128 2t27F SR
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A HEl £Q EE

2 EPAEE MZR =29 I{2{CtRIO|Ct o fIT0|M HZE ERAEQ e
7|79l ITU-T, 3GPP, NIST, IEEEQ] HEZE3} st 2ASHC}
= 2 HESA ZBAZI 238X o AIHM MZ2 EHAEZO| Mz THO|Ct

~
[}
U ZXER Lot BHOR olo) =0 0SS HD UCH 22Y YA

[is
A
|0

SEX|ZE =7t 3

HoRE8HEE &E57| siMEte MZE EHAE X BEE= i@ S5

ol RE|LEE 2ot MEC 22Y Z™HES ESY| fldh, =L A2 HE EB2AE #
o 7|&S HECE dz HdH¥s S =NEELE FZolof ottt =0, 03, EUREAY,
European Union) &3t ¥ XEHoE X BESIE FTISHOF SHCt

Ltop7h Cefoh A 81 2of 540 X, 2t 22 4 HE EZ2E =HQt ZHo| Ciet IHE
T3t FT Al 2o ACR &It

X 2 =R 2024HE FE (AE|eFEESMR) WAUACE FESMI|ZEIIRS XA &
Of =&l AT R.(No.2021-0-00112, AHM|CHE R HEFZATY)
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